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Overview 
Following the first confirmed case of Coronavirus in Northamptonshire and a steady increase of the virus across the UK 
you will all undoubtedly be concerned about how it may effect your business and your employees.

The virus now affects 74 countries including almost all of Europe1.  The UK infection has gone from 34 cases to 80 cases 
in the past day and if it continues to grow at its current rate then there is a risk that within 2-3 months as infections peak 
it will affect a significant number of the UK population2. 

In addition to the health risks, there are business-risks stemming from absences from work, restrictions on travel and 
the risk of up to 20% of UK workers being absent from work – simultaneously2.  Even if colleagues are not infected, the 
2-week “self-isolation” recommendations may lead to employees being forced to remain at home in a “limbo state” – 
where they do not know whether to claim their time as sick-pay or holiday pay. 

While there is no denying that what is happening around the world is worrying and very uncertain, there are many 
experts providing valuable insight daily to help with understanding the Coronavirus and how to try to and minimise 
personal risk. 

This document looks to concentrate on the business aspect of employees and employment and asks the question, 
“Could your business continue to function, if you and your colleagues had to work remotely or from home?”.  We also 
look at how the supply-chain will be affected, how hackers are taking advantage, how Dufeu IT’s service-delivery may be 
affected and some practical things you can do to ready your business for what is to come.

Overview
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Dufeu IT internal preventative measures 
As part of Dufeu IT’s response, we have implemented a number of proactive measures to prepare ourselves in case of 
escalation to allow us to continue providing a service to our customers and to protect our colleagues. 

Some of the measures being implemented are: 

1. Remote/Home Working  
Fortunately our colleagues are already geared up to remote work, having had to put this into practice a number of 
times in the past due to weather we are happy that the process works well.

2. Suppliers & Vendors  
We are currently reviewing our services and supply chains to reduce the risks associated with supply-chain disruption 
or reduced service-levels from our suppliers.

3. Health & Safety  
We are providing a number of resources to protect our colleagues and others they come into contact with. These 
include disposable gloves, hand gels, turning off hand dryers and replacing them with paper towels – and so on.

4. Reviewing Current Government Advice  
We are reviewing government advice on a daily basis and amending our response and plans accordingly.

Dufeu IT internal preventative measures 
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There are also some measures we may take in the future. Please note, these are not in place at this time and more 
measures could be added, but we will communicate in the future to confirm. 

1. On site visits  
On site visits may need to be restricted or halted completely to protect our colleagues and customers. 

2. Restricting visitors to the Dufeu IT office  
We may restrict visitors to the office and request meetings to be carried out over web conferencing. 

3. Equipment deliveries  
Dufeu IT may reduce the amount to equipment purchased to reduce deliveries. Equipment for all but the most critical 
requirements may be halted. 

Outside of Dufeu, we have also seen some more extreme measures being taken – particularly in the public sector – with 
some notable rules such as: 

Avoid external visitors coming into premises. 
• All external visitors to be asked where they have travelled from and the address of the company they represent. If 

their company or location has been affected, then raise this immediately to Senior Management. 
• All meetings are to be held via web conference. 
• All deliveries of equipment to be handled with gloves, then wash hands etc. 

We have not implemented these measures yet but may consider them for the future as they may become far more 
appropriate as the Coronavirus spreads.

Dufeu IT internal preventative measures 
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The Supply-chain  
Many computer hardware manufacturers are based overseas in affected Countries, with workforce shortages leading to 
decreased production and limited availability due to sickness and quarantine procedures3. 

“ Factories producing goods for thousands of global companies remained shut down past the Lunar New Year 
holidays as employees couldn’t return to work. Rail, air and ocean shipments stopped moving through the affected 
region. Soon, firms in other countries began announcing plans to temporarily suspend production because they 
couldn’t procure parts from suppliers in China.  

With manufacturers not operating, or operating at reduced capacity, ocean carriers began to blank sailings as a 
result of the decreased demand.”  4 

Supply-chain issues are having an impact upon production & imports of IT hardware and Dufeu IT have already noticed 
several core products (such as hard drives) unreasonably increasing in price and worse, becoming unavailable. 

Please ensure that adequate lead-times are built into project expectations, and that last-minute orders are minimised 
wherever possible. 

If your business relies upon third-party components, please check with your suppliers and ask them if there are likely to 
be any deviations in standard lead-times. 

The Supply-chain



d
Phishing attacks  
It seems like all advisories these days include some form of security warnings.  I’m afraid to say that this is no exception. 

Hackers are always trying new ways to get into your computer systems, 
and we have recently observed emails such this (shown right).

As you can imagine, these emails are fake!  However, the use of current 
affairs in Phishing attacks such as the one above have proven to be a 
very effective method for hackers to gain user-confidence.

Generally, when the user clicks on the link, they are invited to either 
enter their logon credentials into a fake website to be attacked later – or 
they are encouraged to download and run a malicious file.

Please – warn your colleagues about this kind of attack and remain ever-
vigilant.

Phishing attacks
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Remote working
Dufeu IT are fortunate in that we already use many remote-working systems and our colleagues have the option to 
work remotely if necessary. We use multiple cloud-based systems from service-delivery to communications and already 
carry out some meetings using video-conferencing systems. This has largely stemmed from our vision that the future 
of business is a truly distributed working environment. Of course, some occupations are not suitable for home and 
remote working e.g. factory workers making products on the shop floor. But for a large number of occupations, working 
remotely or from home is possible.

The NHS speaks of “self-isolation”5 – where people who have been exposed to the virus (or think they may have been 
exposed, or even if they have family members that think they have been exposed) are advised to isolate themselves 
from other people for 14 days.  As such, we have made the decision to allow our employees to work remotely during 
such times if they feel the need to do so.  We believe this will offer a degree of protection to our colleagues. Plus, 
if things develop further, we may also limit the number of on-site visits we perform – especially where they are not 
business-critical.

Allowing remote-working will mean that colleagues are not in a state where they do not know to claim their time as “off-
sick” or “on holiday” – we are giving them the ability to work if they wish to whilst remaining isolated. 

Remote working
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If you are considering implementing remote working as a temporary measure, we recommend that you consider the 
following:

1. Check over your HR documentation to ensure that such a practice is permissible, practical and can be monitored if 
necessary.  

2. If you believe you already have remote-working options but have never used them – please test them now – not in a 
few months when it becomes critical.  Simple things such as making sure everyone has a camera & microphone to join 
web conferences or ensuring home-broadband lines are up to scratch and VPN connections are working are all things 
that you should check now and not later.  

3. Ensure you can communicate with remote workers easily.  Technologies such as Microsoft Teams are perfect for this. 
The isolation of working alone, away from the team can be taxing for some people. 

4. Please consider the device your colleague will be working from.  It is far safer to use a work-approved & controlled 
device to access sensitive company information than someone’s personal device where the security state is unknown 
& uncontrollable. 

5. If your colleague is having to look after a child during the day due to school closures, are they able to work out of 
hours, do you have out of hours support with Dufeu?  Are we a key holder in the event your servers need physical 
intervention out of hours?

Remote working



d
The below is a simple (and definitely non-exhaustive) list of technologies that most businesses use, and what remote 
options are available:

File-sharing
If you use remote-desktop, a VPN or SharePoint then there will likely be methods to access your company file-sharing 
resources remotely.  SharePoint will always remain our top recommendation for easy-of-use and security. 

Voice Communication
If we provide your VoIP telephone system then it will likely already be ready for remote access, or we can configure it to 
divert to remote workers if you wish.

Meetings & Conferences
If we have setup, configured and trained you on Microsoft Teams then you will be in a great position to be able to meet 
remotely via video or chat.  Alternatively there are solutions such as Zoom meetings or Cisco WebEx which are also very 
good.

Email
If you use Office 365 then your email will likely already be available remotely.  For non-Office 365 users, you will also 
likely be able to access email remotely but this is something that will need to be checked on a case-by-case basis.

Remote working
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Accounts & HR packages
Most accounts packages are now completely cloud-compatible – such as Xero, Quickbooks Online or Sage50Cloud.  
These are likely to be available remotely if configured as such.

Line-of-business applications
This is always the big uncertainty. Some industry-specific software is cloud-compatible, and some is not.  Some perform 
well over a remote VPN connection, some do not.  We recommend checking these on a “case by case” basis.

Remote working
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Key takeaways

1. Workforce shortages 
Whether infected or not, self-isolation will lead to colleagues being unable to come into the office for two weeks or so. 
This could impact multiple people at the same time and may result in your office being unattended – which may affect 
manufacturing, receipt of goods, deliveries, etc. 
Consider how your sickness policy will affect “self-isolation”. 

2. Restriction of movement 
There may be some restrictions implemented by the government affecting local and international travel. Please 
consider how this will affect your business for sales, meetings, conferences, etc.

3. Uncertainty & financial impact 
Even if the infection never comes, uncertainty generates caution which may put projects or orders on hold which will 
generally have a financial impact several months down the line.

4. Transport & logistics 
Both in business services (couriers, shipping, etc) and public services (public transportation infrastructure), transport 
& infrastructure systems will likely be affected due to staff shortages.  This may have an impact upon your colleague’s 
ability to get into work and your businesses ability to receive & ship goods.

Key takeaways
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5. Supply chain 

The delivery of key components & equipment may be affected. From an IT perspective this could include basics 
such as new computer hardware – to the more advanced technologies such as replacement core network devices & 
servers.  Please ensure that you have adequate plans in place for this. 

6. Remote working 
Test your remote-working solutions sooner rather than later. Even if it never becomes necessary it will be a useful 
exercise to carry out.

Key takeaways
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Further reading:
Guidance for travellers returning from specific Countries
https://www.gov.uk/government/publications/covid-19-specified-countries-and-areas/covid-19-specified-countries-and-
areas-with-implications-for-returning-travellers-or-visitors-arriving-in-the-uk

General gov.uk guidance for employers
https://www.gov.uk/government/publications/guidance-to-employers-and-businesses-about-covid-19/guidance-for-
employers-and-businesses-on-covid-19

ACAS advice concerning Coronavirus & sick pay
https://www.acas.org.uk/coronavirus

Data sources
1 Regularly updated map, showing the spread of the virus
https://experience.arcgis.com/experience/685d0ace521648f8a5beeeee1b9125cd

2 BBC - Coronavirus: Up to fifth of UK workers ‘off sick at same time’
https://www.bbc.co.uk/news/uk-51718917

Further reading & data sources

https://www.gov.uk/government/publications/covid-19-specified-countries-and-areas/covid-19-specified-countries-and-areas-with-implications-for-returning-travellers-or-visitors-arriving-in-the-uk
https://www.gov.uk/government/publications/covid-19-specified-countries-and-areas/covid-19-specified-countries-and-areas-with-implications-for-returning-travellers-or-visitors-arriving-in-the-uk
https://www.gov.uk/government/publications/guidance-to-employers-and-businesses-about-covid-19/guidance-for-employers-and-businesses-on-covid-19
https://www.gov.uk/government/publications/guidance-to-employers-and-businesses-about-covid-19/guidance-for-employers-and-businesses-on-covid-19
https://www.acas.org.uk/coronavirus
https://experience.arcgis.com/experience/685d0ace521648f8a5beeeee1b9125cd
https://www.bbc.co.uk/news/uk-51718917
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3 Harvard Business Review – How Coronavirus could impact the global supply chain by Mid-March
https://hbr.org/2020/02/how-coronavirus-could-impact-the-global-supply-chain-by-mid-march 

4 Supplychaindive - Coronavirus: A lesson in supply chain risk management
https://www.supplychaindive.com/news/coronavirus-supply-chain-risk-management/572670/

5 NHS – Self-isolation advice
https://www.nhs.uk/conditions/coronavirus-covid-19/self-isolation-advice/

Please don’t hesitate to contact us for more information.

Further reading & data sources

Address:
Dufeu IT Solutions Ltd
The Old Pump Station
Furnace Lane
Wellingborough
Northamptonshire
NN9 5NZ

Email:
Customer service -  info@dufeu-it.co.uk
Sales - sales@dufeu-it.co.uk

Phone:
01933 426162

Website:
www.dufeu-it.co.uk
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